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Editor’s note: An opening by the Secretary of the Department of Health and Human Services 2 

will be inserted here as the first page, as was done in the 2009 National Health Security Strategy 3 

(NHSS). It will describe how the 2014 NHSS builds on current scientific evidence, progress 4 

made in health security since 2009, the purpose of the NHSS, the intended audience, and how the 5 

audience should use the NHSS. 6 

7 

8 

9 
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Introduction 10 

Our Nation must cope with a wide range of natural and human-caused incidents that can have 11 

major health consequences.  These include infectious disease outbreaks, hurricanes, earthquakes, 12 

storms, tornadoes, tsunamis, hazardous material spills, nuclear accidents, biological and other 13 

terrorist attacks, fires, and many others.  National health security is a state in which the Nation 14 

and its people are prepared for, protected from, and resilient in the face of such health incidents. 15 

Prepared and resilient individuals and communities are able to leverage and coordinate 16 

contributions from all sectors of society to withstand incidents and limit their negative health 17 

consequences.  18 

In 2006, Congress passed landmark legislation to promote national health security,
 

19 

establishing the position of Assistant Secretary for Preparedness and Response (ASPR) within 20 

the Department of Health and Human Services (HHS) and directing the Secretary of HHS to 21 

develop a National Health Security Strategy (NHSS) and Implementation Plan (IP) every four 22 

years. The 2015-2018 NHSS marks the second milestone for Congress’s quadrennial 23 

requirement. The statutory authority for an HHS-coordinated NHSS derives from Section 2802 of 24 

the Public Health Service (PHS) Act (42 U.S.C. 300hh-1).
1
 Congress set goals to be addressed in 25 

the NHSS and IP.
2
 The NHSS provides strategic direction for the coordination of the Nation’s 26 

health security system and ensures that efforts to improve health security nationwide are guided 27 

by a common vision, based on sound evidence, and carried out in an efficient and collaborative 28 

manner. 29 

The NHSS recognizes the linkages between health security and other security domains and is 30 

aligned with related national strategies and policies. For example, both the NHSS and the 31 

National Security Strategy (NSS)
3
 address resilience, the threats of pandemics and infectious 32 

diseases, coordination across levels of government, global cooperation for public health, 33 

communication with the public, engaged communities and citizens, and strategic partnerships 34 

with nongovernmental organizations. Both the NHSS and the National Policy Goal, developed in 35 

response to Presidential Policy Directive 8, emphasize prevention and mitigation of threats to the 36 

                                                 
1
 Section 2802 of the Public Health Service Act (PHS) (42 U.S.C. 300hh-1), as amended by section 103 of the 

Pandemic and All Hazards Preparedness Act (PAHPA), signed into law in December 2006, and as amended by 

the Pandemic and All-Hazards Preparedness Reauthorization Act (PAHPRA), in March 2013.  
2
 The eight preparedness goals are listed in 42 U.S.C. 300hh-1 (b) as the following: integration, public health, 

medical, at-risk individuals, coordination, continuity of operations, countermeasures, and medical and public 

health resiliency. 
3
 The White House, National Security Strategy, Washington, D.C., May 2010. As of May 3, 2013: 

http://www.whitehouse.gov/sites/default/files/rss_viewer/national_security_strategy.pdf  

http://www.whitehouse.gov/sites/default/files/rss_viewer/national_security_strategy.pdf


DO NOT CITE OR QUOTE 

DEPARTMENTAL DRAFT 

Page 3 

 

DO NOT CITE OR QUOTE 

DEPARTMENTAL DRAFT 

 

Nation’s security.
4
 The NHSS shares concepts with other national strategies and policies that 37 

relate to health security and supports their implementation. 38 

39 A Comprehensive Approach to National Health Security 

The NHSS takes a comprehensive approach to achieving national health security. It 40 

addresses the potential contributions of stakeholders at all levels of government (i.e., state, local, 41 

tribal, territorial, federal), as well as individuals and communities, including the private sector, 42 

nongovernmental organizations, and the academic and research sectors. All individuals and 43 

organizations can contribute to national health security, and their engagement is critical to 44 

strengthening the health security and resilience of their communities. 45 

The NHSS also addresses the full range of 46 

actions that stakeholders need to take before, 47 

during, and after an incident (see Figure 1).
5
 In 48 

the context of national health security, 49 

prevention involves actions to avoid or stop an 50 

incident with negative health consequences, 51 

while protection refers to actions to secure the 52 

Nation and its people from the effects of such an 53 

incident. Mitigation involves actions to lessen 54 

the impact of an incident and thus reduce loss of 55 

life and injury. Response includes actions to save 56 

lives, reduce the impact of an incident on 57 

people’s health, and meet basic human needs after an incident has occurred. Recovery 58 

encompasses actions to assist communities affected by an incident in addressing any negative 59 

health consequences (which may impact the community’s physical, behavioral, or social health 60 

and well-being) and in resuming normal activity after the incident has ended.  61 

Figure 1: Mission Areas Relevant to National 

Health Security 

Though it builds on lessons learned, the NHSS is fundamentally prospective, focused on 62 

what stakeholders nationwide should and can do to improve national health security over the 63 

next four years. A future focus is important because the factors affecting national health security 64 

are continually evolving and typically unpredictable. For example, the health threats to the 65 

Nation are constantly changing, and new threats emerge. Terrorist groups may develop novel 66 

                                                 
4
 FEMA, National Preparedness Goal, 2011. As of February 26, 2014: http://www.fema.gov/national-

preparedness-goal  
5
 Presidential Policy Directive/PPD-8: National Preparedness, March 30, 2011. As of December 18, 2013: 

http://www.dhs.gov/presidential-policy-directive-8-national-preparedness  

http://www.fema.gov/national-preparedness-goal
http://www.fema.gov/national-preparedness-goal
http://www.dhs.gov/presidential-policy-directive-8-national-preparedness
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ways to defeat our Nation’s defenses; antibiotic resistance may reduce our ability to stop the 67 

spread of deadly diseases; and climate change may exacerbate the range, frequency, and 68 

destructive power of extreme weather events. The economic environment is also dynamic and 69 

unpredictable, affecting the resources available to strengthen national health security. The NHSS 70 

therefore promotes approaches to health security that are efficient, effective, and synergistic, 71 

making use of existing resources and everyday practices and capabilities wherever possible. 72 

Advances in knowledge, technologies, and cooperative relationships change what is possible and 73 

have the potential to significantly improve national health security.  74 

 75 

 76 

  77 
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78 Vision, Goal, and Guiding Principles  

The NHSS will drive policies and programs, encourage coordinated planning and activities, 79 

and help prioritize investments at all levels of government and across sectors. It provides 80 

direction by establishing a vision and goal, guiding principles, strategic objectives, and high-81 

priority areas for the next four years: 82 

 The vision for national health security is that of a Nation that is secure and resilient 83 

in the face of diverse incidents with health consequences.  84 

 The goal of national health security is to strengthen and sustain communities’ 85 

abilities to prevent, protect against, mitigate the effects of, respond to, and recover 86 

from incidents with negative health consequences through enhanced individual and 87 

community resilience. 88 

89 Guiding Principles 

A set of principles has guided the development of the NHSS and will also guide its 90 

implementation. The guiding principles reflect our national values and describe the 91 

characteristics that lead to higher-level performance and positive relationships. 92 

93 Strategic Alignment  

The NHSS will contribute a national—not just federal—perspective to efforts by 94 

stakeholders at all levels of government and in all sectors to improve health security in 95 

communities across the Nation.  96 

97 Fidelity to the Evidence Base 

Scientifically based evidence is the foundation for policies, programs, practices, and 98 

decision-making regarding national health security, and the evidence base will be developed and 99 

improved through research. 100 

101 Continuous Quality Improvement 

Policies, programs, and practices to improve national health security will be monitored, 102 

evaluated, and improved using systematic and rigorous quality management processes.  103 
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104 Community Involvement 

A whole-community approach will be used to foster effective partnerships and collaboration 105 

within and among communities, and the needs and contributions of all individuals will be 106 

integrated into national health security efforts. 107 

108 Maximum Benefit 

National health security will be strengthened and sustained by adopting a systems perspective 109 

that leverages opportunities in one area to make advances in others and that prioritizes 110 

improvements that benefit multiple sectors, populations, or levels of government, while 111 

addressing the needs and contributions of at-risk individuals. 112 

113 Integration 

National health security will also be strengthened and sustained by integrating health security 114 

capabilities into routine (i.e., everyday) processes and practices. The public health, health care, 115 

and emergency management systems interact on a daily basis, and improvements in daily 116 

operations will facilitate collaboration and coordination when an incident occurs. 117 

 118 

 119 

  120 
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121 Strategic Objectives 

Strategic objectives organize and steer improvement efforts within functional areas critical to 122 

achieving national health security, such as health resilience and health situational awareness. The 123 

priorities identified for each strategic objective require dedicated and focused attention for the 124 

next four years.  125 

The goal of the NHSS is supported by five objectives. For each objective, the strategy 126 

identifies key priorities to guide implementation through 2018: 127 

1. Build and sustain health resilience. 128 

2. Plan for and implement effective countermeasures. 129 

3. Ensure health situational awareness to support decision-making before, during, and 130 

after incidents. 131 

4. Create and sustain integrated, scalable public health, health care, and emergency 132 

management systems supported by a highly competent workforce. 133 

5. Strengthen global health security. 134 

The NHSS Implementation Plan (see the appendix) specifies activities on which stakeholders 135 

need to collaborate to address these priorities. The next sections explain the priorities in greater 136 

detail. 137 

138 1. Build and Sustain Health Resilience 

139 Scope  

Health resilience refers to a community’s ability to leverage its assets (culture, values, 140 

resources, capabilities) to care for the physical, behavioral, and social health of its residents; to 141 

minimize negative health impacts; and to strengthen and sustain individual- and community-142 

level health and well-being on an ongoing basis. Health resilience depends not only on the health 143 

and well-being of the community, but also on its infrastructure.  144 

145 Vision 

Building and sustaining health resilience will help communities withstand disaster and 146 

recover more rapidly and effectively. Health-resilient individuals and communities will be able 147 

to handle daily adversities and a wide and unpredictable range of incidents with the potential for 148 

negative health consequences. Households will seek out and provide support to their neighbors; 149 

their members will be connected to community organizations and trained in how to respond to an 150 

incident. Individual resilience, coupled with robust social networks, will foster whole-151 

community resilience and support community well-being and health security. Improvements to 152 
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the built environment (e.g., affordable and secure housing, sustainable and economically viable 153 

neighborhoods) will bolster the health and well-being of community members, as emphasized in 154 

the National Prevention Strategy.
6
 Emphasis will be given to actively promoting health and well-155 

being, building psychological resilience, and increasing community connectedness. Public 156 

health, health care, and human services will help foster social connectedness to strengthen 157 

community resilience and aid recovery.  158 

159 Progress 

The Nation must build on the progress it has achieved in building and sustaining health 160 

resilience. Building resilience was a goal of the 2009 NHSS. Other national strategies (e.g., the 161 

National Disaster Recovery Framework) now also recognize the importance of resilient 162 

individuals and communities, as do the federal cooperative agreements that fund states’ efforts to 163 

improve capabilities related to national health security. The Centers for Disease Control and 164 

Prevention (CDC) established partnership requirements and measures for cross-sector 165 

collaboration in community preparedness and integrated planning in its 2011 capabilities for the 166 

Public Health Emergency Preparedness (PHEP) cooperative agreement.
7
 HHS’s Hospital 167 

Preparedness Program (HPP) released the Healthcare Preparedness Capabilities: National 168 

Guidance for Healthcare System Preparedness, which included a capability focused on cross-169 

sector partnerships.
8
 A national discussion has begun about the value of human and infrastructure 170 

elements in creating resilient communities and should be sustained. Expanded health insurance 171 

coverage contributes to the health resilience of the population and improves access to care. 172 

Incidents with negative health consequences underscore the importance of resilient individuals 173 

and communities, robust bystander response (e.g., spontaneous action to help another person), 174 

and strong partnerships among people and organizations that can be leveraged to improve 175 

response and sustain recovery.  176 

177 Priorities 

Several actions are needed to continue to build and sustain health resilience. Communities 178 

need to continue steps to build and foster a culture of resilience. This includes educating 179 

residents about the actions they can take to be healthier and more resilient every day, as well as 180 

ways in which they can protect themselves from incidents with negative health consequences. 181 

                                                 
6
 National Prevention Council, National Prevention Strategy, 2011. As of February 27, 2014: 

http://www.surgeongeneral.gov/initiatives/prevention/strategy/  
7
 CDC Preparedness Capabilities, 2011. http://www.cdc.gov/phpr/capabilities/  

8
 Healthcare Preparedness Capabilities, January 2012. 

https://www.phe.gov/preparedness/planning/hpp/reports/documents/capabilities.pdf  

http://www.surgeongeneral.gov/initiatives/prevention/strategy/
http://www.cdc.gov/phpr/capabilities/
https://www.phe.gov/preparedness/planning/hpp/reports/documents/capabilities.pdf
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Communities that plan together will be better able to identify risks and take action to withstand 182 

an incident and recover more swiftly. Governmental and nongovernmental organizations can 183 

improve the physical, behavioral, and social health and well-being of a community. These groups 184 

need to forge strong relationships in order to understand each community’s unique strengths and 185 

vulnerabilities before an incident and to quickly provide resources to those in need and mobilize 186 

a whole-community effort during mitigation, response, and recovery. Relationships among 187 

stakeholders in government and private industry, nongovernmental organizations, and academia 188 

expand the reach of government resources and extend the public workforce, while also 189 

supporting nongovernmental organizations in meeting people’s needs. All organizations need to 190 

develop, train, and exercise response and recovery plans in coordination with community 191 

partners. These activities should address the access and functional needs of at-risk individuals, 192 

especially those who are least able to help themselves.  193 

194 Strategic Objective 1 Priorities: 

• Encourage social connectedness through multiple mechanisms to promote community 195 

resilience, emergency preparedness, and recovery. 196 

• Enhance coordination of health and human services through partnerships and other 197 

sustained relationships. 198 

• Build a culture of resilience by promoting physical and behavioral health; leveraging day-199 

to-day health and community systems to support health resilience; and increasing access 200 

to information and training to empower individuals to assist their communities following 201 

incidents. 202 

 203 

204 2. Plan for and Implement Effective Countermeasures 

205 Scope  

The term countermeasures refers to medical countermeasures (MCMs) and 206 

nonpharmaceutical interventions (NPIs) that may be used to limit the adverse health impacts of 207 

incidents. MCMs include vaccines, antimicrobials, diagnostics, and ventilators, while NPIs 208 

include personal interventions, such as hand hygiene and respiratory etiquette, as well as 209 

community-level interventions for social distancing, such as school closures and promoting 210 

telework (i.e., working at home). 211 

212 Vision 

Developing and maintaining effective countermeasures means that the Nation will better 213 

protect communities from and mitigate the effects of chemical, biological, radiological, nuclear, 214 
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and explosive (CBRNE) threats. The Nation will continue to develop both a comprehensive suite 215 

of countermeasures and a coordinated process for implementation. The suite of countermeasures 216 

will address both naturally occurring incidents, such as emerging infectious diseases, and human-217 

caused ones, such as terrorist attacks. To achieve this vision, planning efforts will consider the 218 

most effective countermeasures, of any type, for a particular situation. In many cases, a 219 

combination of MCMs and NPIs will be most effective (e.g., using social distancing measures in 220 

pandemic before a vaccine is available). Decisions to use countermeasures will be informed by 221 

robust plans for their integrated and effective use. Effective planning for implementation of any 222 

countermeasure will address the range of potential situations requiring its use.  223 

224 Progress 

The Nation must sustain and extend the progress it has made in developing and implementing 225 

countermeasures. The Biomedical Advanced Research and Development Authority’s 226 

(BARDA’s) Centers of Innovation in Advanced Development and Manufacturing assist 227 

companies in developing vaccines and biological biodefense products. Department of Defense 228 

(DoD) partners have provided significant levels of funding for MCMs of joint HHS/DoD priority 229 

while coordinating closely down to the project level. CDC has invested significantly in procuring 230 

materiel for the Strategic National Stockpile. These investments have supported progress in early 231 

and late-stage MCM research and in identifying new applications and uses of existing products. 232 

State and local capacity to receive, distribute, and dispense MCMs has improved since 2009. 233 

Still, gaps in MCM resources remain. Point-of-care diagnostic tools are priorities for advanced 234 

development but are not currently available for some high-priority threats. In the past four years, 235 

research has been conducted to model the impact of different NPIs on influenza transmission, 236 

and new evidence-based guidance for communities on the use of NPIs is being developed and 237 

will be available soon. Moving forward, it is important to sustain progress to date and to continue 238 

to foster innovation in the face of budgetary challenges.   239 

Central to this strategic objective is the 2012 Public Health Emergency Medical 240 

Countermeasures Enterprise [PHEMCE] Strategy and Implementation Plan.
9
 The PHEMCE 241 

provides an integrated vision of the MCM enterprise, which is necessary to ensure the maximum 242 

health benefit and most efficient use of public and private resources. The PHEMCE has 243 

facilitated and strengthened interaction among federal stakeholders and between federal 244 

stakeholders and the private sector (see Figure 2). The figure shows the PHEMCE mission 245 

                                                 
9
 U.S. Department of Health and Human Services, Public Health Emergency Medical Countermeasures 

Enterprise (PHEMCE) Strategy 2012, and Public Health Emergency Medical Countermeasures Enterprise 

(PHEMCE) Implementation Plan, December 2012. 
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components, as well as lead agencies both within and outside of HHS and essential nonfederal 246 

stakeholders. Moving forward, additional efforts are needed to facilitate the engagement of the 247 

full range of essential nonfederal stakeholders. 248 

 249 

 
Figure 2: PHEMCE Lead Agencies10 

250 
251 

252 Priorities 

This NHSS objective will facilitate implementation of the integrated vision laid out in the 253 

PHEMCE Strategy by improving collaboration with nonfederal stakeholders (which are depicted 254 

on the outer edge  of Figure 2) to ensure that PHEMCE’s priorities are achieved.  255 

Public health and emergency management professionals at all levels must consider the full 256 

range of countermeasures options available and determine where the most effective and 257 

sustainable investments can be made. The Nation must ensure that countermeasures are 258 

developed to address the needs of all segments of the population, including the needs of at-risk 259 

individuals and children. Effective implementation of NPIs requires planning and preparation to 260 

identify effective interventions, the situations in which they should be deployed, and methods for 261 

monitoring their effects. Robust planning efforts should be guided by the best available evidence.  262 

Accomplishing these efforts will involve knowing the intersection between biology and those 263 

measures which are required to contain the threat, and deciding which measures we will 264 

                                                 
10

 Source: U.S. Department of Health and Human Services, Public Health Emergency Medical Countermeasures 

Enterprise (PHEMCE) Strategy 2012 
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prioritize.  More research is needed to inform decisions regarding which interventions are most 265 

effective under specific circumstances; to identify, understand, and plan to mitigate the potential 266 

secondary effects of the interventions; and to determine their feasibility (e.g., public 267 

acceptability, enforcement). 268 

 269 

270 Strategic Objective 2 Priorities: 

• Develop decision-making frameworks and coordinated processes that consider 271 

both MCMs and NPIs when determining the best approaches to reducing 272 

adverse health effects of particular incidents of concern. 273 

• Refine PHEMCE processes to improve nonfederal stakeholder collaboration. 274 

• Improve NPI research and translation capabilities to ensure that evidence is 275 

accurate and actionable. 276 

 277 

278 

279 

3. Ensure Health Situational Awareness to Support Decision-Making Before, During, 

and After Incidents 

280 Scope  

Health situational awareness
11

 is the active, continuous, accurate, and timely collection, 281 

analysis, interpretation, and sharing of data from multiple sources to support effective decision-282 

making before, during, and after an incident with negative health consequences. Health 283 

situational awareness includes biosurveillance
12

 and other health and nonhealth inputs (e.g., 284 

lab/diagnostics, health service utilization, active intelligence, and supply chain information, as 285 

shown in Figure 3), as well as systems and processes for effective communication among 286 

responders and critical health resource monitoring and allocation.  287 

288 Vision 

The Nation will continue to develop and maintain a robust capacity for health situational 289 

awareness. Such a capacity will enable decision-makers to identify and understand 290 

environmental and emerging health threats and their potential consequences; to monitor available 291 

                                                 
11

 Health situational awareness is a knowledge state that results from the process of active information gathering 

(both domestic and international) with appropriate analysis, integration, interpretation, validation, and sharing 

of information related to health threats and the health  of the human population, as well as health system and 

human services resources, health-related response assets, and other information that could impact the public’s 

health to inform decision making, resource allocation, and other actions. 
12

 Biosurveillance is defined in the National Strategy for Biosurveillance as “the process of gathering, 

integrating, interpreting, and communicating essential information related to all-hazards threats or disease 

activity affecting human, animal, or plant health to achieve early detection and warning, contribute to overall 

situational awareness of the health aspects of an incident, and to enable better decision making at all levels.” 
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response capabilities and resources; to identify triggers for course correction; and to allocate and 292 

use resources efficiently and effectively. Health situational awareness will include a focus on at-293 

risk individuals with access and functional needs. It will be user defined depending on what 294 

decision is being made, and by whom, so it will be relevant to different ‘consumers.’ In addition, 295 

health situational awareness will be flexible, adaptive, and dynamic in order to support decision-296 

makers effectively as situations evolve and their information requirements change.  297 

Health situational awareness will be enabled by communications systems that facilitate the 298 

flow of information both among governmental and nongovernmental partners and among state, 299 

local, tribal, territorial, and federal governments. Systems will be interoperable and have a high 300 

degree of functional compatibility
13

, particularly among states and localities. Many types of 301 

health-related and non-health-related data will contribute to situational awareness, as shown in 302 

Figure 3. Situational awareness will involve collecting, aggregating, and processing data from 303 

both traditional and nontraditional sources (such as social media) and from various governmental 304 

and nongovernmental stakeholders, while ensuring that data from all sources are of high quality. 305 

Health situational awareness will include the ability to interpret data to create relevant, tailored 306 

information that decision-makers can use. Decision-makers will have the capability to visualize 307 

and manipulate data from many sources to create an operational picture suited to the specific 308 

situation and the decisions before them. To facilitate the use and interpretation of data, processes 309 

will be in place to ensure that data (e.g., numbers, statistics) are translated into information (i.e., 310 

meaning and implications) and then into communications and messages (i.e., explanations of 311 

what needs to be done). In this way, decision-making will be enhanced so that resources are used 312 

efficiently and effectively, threats are prevented or mitigated, and public health is safeguarded. 313 

 314 

 315 

 316 

 317 

                                                 
13

 Functional compatibility is defined as a combination of means and ways to perform a set of tasks under 

specified standards and conditions that collectively provide the ability to achieve a desired effect. 
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Figure 3: Inputs to Health Situational Awareness 

318 
319 

320 Progress 

Since 2009, the government has developed national strategies to improve health situational 321 

awareness. These include the National Strategy for Biosurveillance, the Federal Health 322 

Information Technology Strategic Plan, and the National Biosurveillance Strategy for Human 323 

Health Version 2.0.
14

 In addition, the Public Health and Medical (PH&M) Situational 324 

Awareness Strategy is currently being developed in response to the Pandemic and All-Hazards 325 

Preparedness Reauthorization Act (PAHPRA).
15

 PAHPRA calls for the establishment of a near–326 

real-time, electronic nationwide public health situational awareness capability. The PH&M 327 

Situational Awareness Strategy will provide a road map for developing such a capability. 328 

Improvements in providing health situational awareness have been demonstrated during 329 

responses to several incidents, including the Deepwater Horizon oil spill (2009), the H1N1 330 

                                                 
14

 The White House, National Strategy for Biosurveillance, Washington, D.C., July 2012 (as of February 26, 

2014: http://www.whitehouse.gov/sites/default/files/National_Strategy_for_Biosurveillance_July_2012.pdf); 

Office of the National Coordinator for Health Information Technology (ONC), Federal Health Information 

Technology Strategic Plan 2011–2015 (as of February 26, 2014: 

http://www.healthit.gov/sites/default/files/utility/final-federal-health-it-strategic-plan-0911.pdf); U.S. 

Department of Health and Human Services, National Biosurveillance Strategy for Human Health, Version 2.0, 

2010. 
15

 Section 2802 of the Public Health Service Act (PHS) (42 U.S.C. 300hh-1), as amended by section 103 of the 

Pandemic and All Hazards Preparedness Act (PAHPA), signed into law in December 2006, and as amended by 

the Pandemic and All-Hazards Preparedness Reauthorization Act (PAHPRA), in March 2013. 

http://www.whitehouse.gov/sites/default/files/National_Strategy_for_Biosurveillance_July_2012.pdf
http://www.healthit.gov/sites/default/files/utility/final-federal-health-it-strategic-plan-0911.pdf
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influenza outbreak (2009–2010), the Haitian earthquake (2010), the Middle East Respiratory 331 

Syndrome (MERS) virus (2012), and the avian influenza A (H7N9) virus (2013).  332 

Progress has also been made in measuring health situational awareness, particularly in the 333 

area of laboratory services, but additional measures are needed to track biosurveillance activities 334 

and information-sharing among disparate biosurveillance and health situational awareness 335 

systems. In addition, the number and diversity of stakeholders involved in health situational 336 

awareness creates several challenges, including the difficulty of understanding the range of 337 

health situational awareness needs and in coordinating across all the public and private 338 

stakeholders. Improvements in data collection and sharing across stakeholders are also needed. 339 

340 Priorities 

The development of several national strategies relevant to health situational awareness has 341 

increased attention in this area and promoted a shared vision. The next step is to implement that 342 

vision by continuing to build and improve the data systems needed to support effective health 343 

situational awareness. Over the next four years, it will also be critical to achieve a better 344 

understanding of the full range of health situational awareness needs across stakeholders and 345 

how well current operational capabilities address them. Coordination across public and private 346 

stakeholders can be facilitated by creating a voluntary oversight body with representatives from 347 

key stakeholder groups. In addition, data collection and sharing across stakeholders can be 348 

informed by a better understanding of the barriers (e.g., barriers to surveillance, barriers to 349 

interoperability) and ways to address them. More generally, data collection and information 350 

creation activities need to be flexible and responsive to adapt to evolving decision support 351 

requirements. The ability to refine data sources throughout the life cycle of an incident and to 352 

include contextual information is vitally important and should be strengthened and promoted.   353 

 354 

355 Strategic Objective 3 Priorities:  

• Improve surveillance systems and data-sharing with respect to all hazard interactions in 356 

order to address environmental, zoonotic, and other emerging threats and their 357 

immediate, short, and long-term health effects.  358 

• Promote continuous improvement through innovative systems, tools, and partnerships to 359 

ensure that information to support decision making is relevant, timely and integrated 360 

among health security stakeholders. 361 

• Determine and expand operational capabilities to meet the health situational awareness 362 

needs for all relevant stakeholders so that data sourcing is both situationally and user-363 

defined. 364 

• Develop a voluntary, collaborative oversight body and management structure for health 365 

situational awareness to set consistent policies.   366 
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• Address technology and policy challenges to ensure interoperable information and 367 

communications systems.   368 

 369 

370 

371 

4. Create and Sustain Integrated, Scalable Public Health, Health Care, and Emergency 

Management Systems Supported by a Highly Competent Workforce 

372 Scope  

The public health, health care, and emergency management systems are related, overlapping 373 

systems contributing to national health security. Public health includes disease prevention, health 374 

promotion, laboratories, epidemiology, community health, and environmental health. Health care 375 

delivery services include primary care, specialty care, emergency care, long-term care, 376 

prehospitalization, emergency medical services, outpatient/ambulatory care, and 377 

inpatient/hospital care, as well as behavioral health care (mental health, substance abuse, and 378 

stress-related services). Emergency management includes police, fire, and others involved in the 379 

preparation for and coordination of emergency functions. The integration of these systems means 380 

that they are able to work together effectively and function as a coordinated whole in support of 381 

national health security. Scalable systems are able to adjust, on immediate notice, from routine 382 

operations to crisis mode.  383 

384 Vision 

Integrated, scalable public health, health care, and emergency management systems will 385 

ensure that the national health security workforce can collaborate and communicate effectively. 386 

Integrated, scalable public health, health care, and emergency management systems will work 387 

together to perform effectively in support of all phases of an incident. They will be able to scale 388 

up when needed using established, trained, and exercised processes and practices. In addition, 389 

they will address the needs of all communities, including at-risk individuals and children. The 390 

workforce supporting these systems will be highly competent and available in sufficient numbers 391 

to meet routine and surge demands. 392 

The systems will be integrated through coordinated planning, training, and exercising. 393 

Integration will also be bolstered by improving the services provided by public health, health 394 

care, and emergency management systems on a routine basis. Effective, efficient, and 395 

coordinated daily operations will support the ability of these systems to work in a coordinated 396 

way to prevent, protect against, mitigate the effects of, respond to, and recover from an incident. 397 

Sufficient laboratory and epidemiology capabilities will support the ability of these systems to 398 

effectively meet the needs of a surge or increased demand for services above normal levels of 399 

performance. Laws, rules, regulations, financing, and planning will enable these systems to share 400 
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information and to work with one another under the most urgent and trying of circumstances. 401 

These systems will be supported by a workforce (including both paid staff and volunteers) that is 402 

well trained in their respective disciplines, in established incident management practices and 403 

systems, and in competencies regarding the safe performance of their roles and responsibilities 404 

during an incident. In addition, the workforce will have sufficient numbers of people in public 405 

health, health care, and emergency management education programs and professions. Finally,the 406 

workforce will be trained on key competencies and educated about their respective disciplines 407 

and how these fit into the national health security system. 408 

409 Progress 

The Nation has made progress toward establishing the foundation for integrated and scalable 410 

public health, health care, and emergency management systems. Regional planning alliances and 411 

health care coalitions are proliferating, improving scalability and fostering coordination across 412 

public health, health care, and emergency management systems.  In 2011, 94.5 percent of acute 413 

care hospitals reported participation in a coalition for emergency planning and response.
16

 While 414 

the number of coalitions is increasing, more information is needed about how to organize and 415 

structure coalitions to maximize their effectiveness. The implementation of the Patient Protection 416 

and Affordable Care Act of 2010 (ACA) has expanded insurance coverage, including care for 417 

preventive services and mental health parity, although some individuals will continue to lack 418 

insurance and, in addition, access to insurance does not ensure access to care, particularly in rural 419 

or other remote areas. The adoption of electronic health records (EHRs) has facilitated the 420 

integration of health care and other organizations. However, EHR interoperability issues across 421 

levels of government, across federal agencies, and between the public and private sectors remain 422 

a challenge. Health care delivery organizations have improved their workers’ ability to respond 423 

to a rapid, temporary increase in demand through better integration with public health, 424 

emergency management, and other partners. Many organizations have developed guidance, tools, 425 

and templates to strengthen the surge capacity of the national health security system, including 426 

resources for crisis standards of care at the state and local levels. The PHEP and HPP 427 

cooperative agreements have defined capabilities and associated guidance that help states, 428 

territories, and select large municipalities improve integration across the public health, health 429 

care, and emergency management systems, including resources addressing the needs of at-risk 430 

individuals.  431 

                                                 
16

 Rambhia KJ, Waldhorn RE, Selck F, Mehta AK, Franco C, and Toner ES, “A Survey of Hospitals to 

Determine the Prevalence and Characteristics of Healthcare Coalitions for Emergency Preparedness and 

Response,” Biosecurity and Bioterrorism, Vol. 10, No. 3, September 2012, pp. 304–313.  
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Since 2009, the Nation has also made progress in building a highly competent workforce. In 432 

particular, there has been a focus on identifying core competencies for the disaster medicine and 433 

public health workforces, facilitated by the CDC-funded Preparedness and Emergency Response 434 

Learning Centers (PERLCs) program. Many training courses have been held, including training 435 

in points of dispensing (PODs), safety, and environmental health. Progress has been made 436 

toward quantifying the number of staff and volunteers available and assessing the ability to 437 

notify and assemble them, but measurement and logistical challenges remain. There is a need to 438 

evaluate the effectiveness of workforce training and to develop new training materials in areas 439 

where none currently exist. Moreover, budget cuts and workforce shortfalls continue to affect 440 

state and local public health agencies. 441 

442 Priorities 

The priorities for this strategic objective seek to sustain and build on recent progress. 443 

Increased integration will improve the resilience of the system, meaning that it will become more 444 

scalable, robust, and adaptive to changing situations, efficient, interoperable, and sustainable. 445 

These qualities may be strengthened through coalition-building, as well as cooperative planning 446 

and exercising across all phases of an incident. The ability of these systems to function in an 447 

integrated fashion when an incident occurs can be improved by building on routine services so 448 

that the relationships and processes are in place and well understood when the systems move 449 

from baseline operations to crisis response mode. Additional competency-based training is 450 

needed to help staff, volunteers, and the agencies and organizations they serve to understand and 451 

perform their specific roles and responsibilities regarding an incident. A broad training 452 

framework that articulates professional roles and competencies for national health security and 453 

offers training and career development paths will help ensure current and future proficient and 454 

effective workers. Ongoing recruitment and retention strategies (when feasible) are critical to 455 

ensure that there is a sufficient supply of qualified workers to meet routine and surge demands 456 

for services. Efforts are also essential to ensure that the national health security workforce is 457 

capable of addressing the needs of all individuals, including at-risk individuals and children.    458 

459 Strategic Objective 4 Priorities:  

• Define and strengthen health care coalitions and regional planning alliances across all 460 

incident phases. 461 

• Build upon and improve routine systems and services as a foundation for incident 462 

response and risk reduction, focusing on common elements that leverage the alignment of 463 

routine capabilities with those needed during an incident. 464 

• Strengthen competency-based health security–related workforce training. 465 
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• Ensure that sufficient numbers of trained workers and volunteers with appropriate 466 

qualifications and competencies are available when needed.  467 

• Effectively manage and use nonmedical volunteers and affiliated, credentialed, and 468 

licensed (when applicable) health care workers.  469 

• Ensure that the integrated, scalable system can meet the needs of at-risk individuals, 470 

including children. 471 

 472 

473 5. Strengthen Global Health Security 

474 Scope  

475 “Global health security” refers to preparedness for and response to acute health incidents that 

476 could pose a risk to security, destabilize economies, disrupt social cohesion, and affect the 
17

477 critical business of government .  In a globalized world, where people, goods, and diseases 

478 move rapidly across borders, the ability of a country to respond in a timely and effective manner 

479 to incidents with negative health consequences impacts not only that country’s health security, 

480 but also the health security of the global community.  

481 Vision  

Incidents that can impact global health security range from an intentional or accidental 482 

release of chemical, biological, radiological, or nuclear (CBRN) agents to the spread of naturally 483 

occurring (including newly emerging and drug-resistant) infectious diseases.  Likewise, the 484 

emergence of zoonotic diseases in animals can result in significant morbidity or mortality in 485 

human populations, and the emergence of diseases in plants, especially in food crops, may have 486 

profound consequences affecting nutrition and consequently human health.   In recent years, 487 

events like the 2009 Influenza Pandemic (H1N1), the current ongoing threats of Avian Influenza 488 

A (H7N9) and (H5N1), and Middle East Respiratory Syndrome (MERS) coronavirus, are 489 

examples of how diseases or threat agents can be transmitted from animal species to humans and 490 

spread or have the potential to spread rapidly around the globe.  The 2010 earthquake in Haiti, 491 

the 2011 tsunami and nuclear power plant incident in Japan, the 2013 typhoon in the Philippines, 492 

among others also showed how local events that exceed local response capacities may require an 493 

international effort to support the affected country or region in its response and recovery. 494 

                                                 
17

 Global Health Security Initiative.  Retrieved from 

http://ec.europa.eu/health/preparedness_response/docs/ghsi_anniversary_en.pdf  
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495 Progress 

Recognizing this global interconnectedness, the United States supports the World Health 496 

Organization (WHO)’s International Health Regulations (IHR 2005).
18

  This legally binding 497 

agreement contributes to global public health security by providing a new framework for the 498 

coordination of the management of events that may constitute a public health emergency of 499 

international concern, and it calls for countries to improve their capacity to detect, assess, notify 500 

and respond to public health threats.  In particular, article 44 of the IHR (2005) encourages states 501 

to share technical, logistical, and financial resources through bilateral and multilateral channels 502 

in order to develop, strengthen and maintain public health capacities.  To this end, the United 503 

States, through the U.S. Government and non-government organizations, works with a myriad of 504 

nations and international organizations through partnerships, initiatives and capacity building 505 

programs to implement IHR 2005 and mitigate the emergence, spread, and impact of health 506 

security threats.  These efforts focus on developing domestic, regional or global preparedness 507 

and response plans, training public health personnel, expanding laboratory and surveillance 508 

capacity, improving biosafety and biosecurity practices, developing emergency operations 509 

centers, and facilitating a timely and more efficient response to public health emergencies, 510 

conducting joint outbreak investigations and sharing of public health and medical materiel and 511 

personnel, among others.  Furthermore, recognizing that human health, animal health, and 512 

ecosystem health are inextricably linked, the United States has supported global efforts of the 513 

One Health Initiative and the work of the World Organization for Animal Health (OIE) and of 514 

the United Nations Food and Agricultural Organization (FAO), which address animal and plant 515 

diseases that can spread globally and have a direct or indirect impact on public health.
19

  516 

517 Priorities 

Contributing to global health security remains a priority for the United States.  The need to 518 

strengthen global health security as a critical component of the country’s health security is 519 

highlighted in the National Strategy for Countering Biological Threats
20

, the National Strategy 520 

for Pandemic Influenza
21

, and the National Strategy for Biosurveillance
22

, among others.  These 521 

                                                 
18

 World Health Organization. (Accessed 3/21/2014). Global Capacities, Alert and Response. Retrieved 

from http://www.who.int/ihr/en/  
19

 One Health Initiative. (Accessed 3/21/2014). One Health Initiative will unite human and veterinary 

medicine. Retrieved from http://www.onehealthinitiative.com/  
20

 The White House. (November 2009).  National Strategy for Countering Biological Threats. 

(http://www.whitehouse.gov/sites/default/files/National_Strategy_for_Countering_BioThreats.pdf  
21

 Homeland Security Council. (November 2005). National Strategy for Pandemic Influenza. Retrieved 

from http://www.flu.gov/planning-preparedness/federal/pandemic-influenza.pdf  
22

 The White House. (July 2012). National Strategy for Biosurveillance. Retrieved from 

http://www.whitehouse.gov/sites/default/files/National_Strategy_for_Biosurveillance_July_2012.pdf  
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documents called for the United States to partner with countries and international organizations 522 

to develop key priorities, objectives, and activities to ensure that global health security is 523 

strengthened, while taking into account areas of common and distinct needs and interests for 524 

each partner.  Thus, the United States must continue efforts to achieve concrete, measurable and 525 

impactful gains in the world’s ability to prevent and mitigate the effects of public health threats, 526 

detect threats early, and respond and recover rapidly and effectively from public health 527 

emergencies of international concern. 528 

529 Strategic Objective 5 Priorities: 

 Develop and strengthen partnerships to support global development of core public health 530 

capacities in support of the WHO International Health Regulations (IHR 2005), the 531 

World Organization for Animal Health, and the Food and Agriculture Organization.  532 

 Increase global capabilities to detect diseases in a timely manner by improving global 533 

efforts and coordination to develop novel diagnostics and strengthening laboratory 534 

systems, and developing and linking global networks for biosurveillance. 535 

 Improve capabilities to prevent the global spread of public health threats and diseases by 536 

promoting the development of biosafety and biosecurity systems, frameworks for food 537 

and drug safety, and mechanisms to address weaknesses in the medical supply chain. 538 

 Strengthen international capabilities to respond to public health emergencies of 539 

international concern by developing infrastructure for emergency communications and 540 

incident response systems, and frameworks and policies for the international sharing of 541 

samples, medical countermeasures, and medical/public health personnel. 542 

 543 

  544 
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545 Conclusion 

Achieving national health security is a collective responsibility that involves all segments of 546 

society, from individuals and their families to public and private institutions. The NHSS is a call 547 

to action for sustaining progress toward the overall NHSS vision—a Nation that is secure and 548 

resilient in the face of diverse incidents with health consequences. It is also a call to coordinated 549 

action among all stakeholders—individuals, families, communities, and all sectors (e.g., local, 550 

state, tribal, territorial, and federal governments; private industry; nongovernmental 551 

organizations; academic and research organizations). It describes a vision and goal for national 552 

health security, as well as a set of specific objectives and key priority areas for each of the 553 

objectives. It represents, in short, an important step in ensuring that our Nation is able to prevent, 554 

protect against, mitigate the effects of, respond to, and recover from a wide array of incidents 555 

with negative health consequences. 556 

To achieve this goal we will build and sustain resilience efforts, approach CBRNE threats by 557 

identifying and using the most effective tools, and increase our situational awareness through a 558 

near-real time capability for decision makers.  Though the public health, health care, and 559 

emergency management systems are constantly evolving, they must still be integrated and 560 

scalable to deal with all hazards.  Finally, we must also identify the best opportunities through 561 

which we engage outside our borders.   562 

The NHSS is a high-level guide for action that charts a course for the Nation, one that will 563 

ultimately lead to a more health-secure future. To support execution of the strategy, the appendix 564 

provides the NHSS Implementation Plan (IP). The IP proposes the specific activities that 565 

stakeholders should undertake, often collaboratively, to realize the vision and goal for national 566 

health security. The IP is aligned with the NHSS and proposes activities for each strategic 567 

objective and each priority area. The IP addresses the contributions of multiple stakeholders, 568 

describing both what federal stakeholders will do and what other stakeholders can do. The IP 569 

also explains the approach that HHS/ASPR will use to manage and coordinate the 570 

implementation of the strategy and to evaluate progress toward national health security. 571 
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572 

573 

Appendix: National Health Security Strategy  

Implementation Plan 2015–2018 

574 Introduction 

This appendix, the NHSS Implementation Plan (IP), serves as a detailed road map to guide 575 

the Nation and facilitate collaboration and coordination among stakeholders to achieve national 576 

health security. It elaborates on the high-priority focus areas introduced in the NHSS by 577 

describing specific implementation activities on which stakeholders should collaborate in order 578 

to address those priorities over the next four years. 579 

580 National Health Security Stakeholders 

Implementing the NHSS requires contributions from a wide variety of stakeholders. These 581 

stakeholders can be visualized as a pyramid (Figure A.1). Each side of the pyramid represents a 582 

sector that plays a role in national health security, including public (e.g., local, state, and federal 583 

governments), private (e.g., for-profit businesses), nonprofit (e.g., nongovernmental 584 

organizations, faith-based groups), and academic/scientific (e.g., colleges and universities, 585 

research institutions). Different entities within these sectors are represented, from individuals and 586 

households at the base to national organizations, such as the federal government, at the top. 587 

There are some entities, such as multinational corporations (private) or national 588 

nongovernmental organizations (nonprofit), that may have activities at all levels, whereas others 589 

will be active only in select levels.  590 
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Figure A.1: National Health Security Stakeholders 

591 
592 

The diversity of stakeholders reflects the fact that national health security is the responsibility 593 

of the entire Nation. Governments can contribute resources, provide leadership, and coordinate 594 

actions; however, they cannot adequately address health security priorities without the initiative, 595 

investment, and innovation of partners outside government. Individuals, for example, may be 596 

called on to respond to an incident, and new technologies provide opportunities for individuals to 597 

contribute to situational awareness. Community organizations can provide assets for all incident 598 

phases, mobilize and train volunteers, and promote health resilience. While the government can 599 

offer guidance to nongovernmental partners, it is the responsibility of those recipients to convey 600 

their needs and implement solutions. Activities through which stakeholders at all levels and in all 601 

sectors can contribute to progress toward national health security are described below.  602 

603 Aligning Implementation with Strategy  

While strategy is essential to defining a vision for national health security and illuminating a 604 

path forward, true progress will be achieved only through diverse stakeholders engaging in 605 

sustained, focused, and coordinated action. The activities operationalize the objectives and 606 

priorities laid out in the strategy. They also are the means to achieve progress that can be tracked 607 

and measured for the next four years. Because many of the activities require partnerships among 608 

stakeholders, they will not only advance the individual objectives, but also strengthen the 609 

coordination and integration that are critical for resilience. 610 
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611 Implementation Activities 

The implementation activities were developed and selected through an intensive stakeholder 612 

engagement process managed by HHS/ASPR. At the start of the process, candidate priorities and 613 

activities for each priority area in the NHSS were created using input from multiple sources, 614 

including subject matter experts, national strategies and policies, formal evaluations of progress 615 

for the 2009 NHSS, and academic and gray literature. Focus groups, surveys, and in-depth 616 

interviews with hundreds of governmental and nongovernmental subject matter experts were 617 

used to evaluate and prioritize activities and identify issues of strategic importance over the next 618 

four years.  619 

Broadly, activities fall into four categories. For some stakeholders, key contributions will 620 

take the form of direct provision of services (e.g., crafting and testing plans, stockpiling 621 

medications for chronic conditions). For others, activities may involve creating policy guidance, 622 

standards, or metrics appropriate for their communities. Other activities might involve 623 

developing incentives (e.g., tax credits) that increase the number of nongovernmental entities 624 

engaged in actions that enhance their community’s health security. Stakeholders may also be 625 

involved in capacity-building activities. Table A.1 provides examples of implementation 626 

activities in each of these four categories. Activities typically require the participation and 627 

coordinated action of multiple stakeholders. 628 

Table A.1: Examples of Implementation Activities in Four Broad Categories  629 

Guidance and 
Information-Sharing 

Incentives Services Capacity-Building 

 Communicate vision 
and goals 

 Develop and 
disseminate 
strategies and 
policies 

 Articulate principles 

 Define objectives 
and priorities 

 Develop plans 

 Develop and 
promote standards 
and measures 

 Develop laws and 
regulations 

 Issue grants 

 Enact taxes and tax 
credits 

 Offer prizes to 
reward 
performance 

 Create subsidies 

 Support research 
and disseminate 
tool development  

 Provide technical 
assistance 

 Provide training 

 Develop and run 
certification 
programs 

 Develop and run 
credentialing 
programs 

 

 Provide public  
information 

 Engage 
stakeholders 

 Create and sustain 
partnerships 

 Build and maintain 
coalitions 

 Support 
communities of 
practice 

 Enter into 
memoranda of 
understanding 

 Support process 
improvement 
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Guidance and 
Information-Sharing 

Incentives Services Capacity-Building 

 

 

 Building the 
evidence base 

 

630 Organization of the Document 

The remainder of the IP is organized in six sections: one section for each of the five strategic 631 

objectives that outlines activities and a final chapter describing the approach that will be used to 632 

manage and coordinate implementation and evaluate progress toward national health security.  633 

The activities are organized by stakeholder group, and one lead organization is specified for each 634 

activity to clearly communicate roles and responsibilities over the next four years.    635 
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636 Strategic Objective 1: Build and Sustain Health Resilience 

637 Overview 

Health resilience refers to a community’s ability to leverage its assets (culture, values, 638 

resources, capabilities) to care for the physical,  behavioral, and social health of its residents; to 639 

minimize negative health impacts; and to strengthen and sustain individual- and community-640 

level health and well-being on an ongoing basis.  Health resilience depends not only on the 641 

health and well-being of the community, but also on its infrastructure.  642 

The NHSS identifies three priorities to build and sustain health resilience. The remainder of 643 

this section outlines activities to be performed in the next four years to address each of the high-644 

priority focus areas for implementation.  645 

646 Priority Areas and Notional Activities 

Editor’s note: Below are some potential high-priority activities for implementation over the next 647 

four years. These are provided as notional examples only. The final set of activities will be 648 

developed and selected through multiple iterations with federal and nonfederal stakeholders. 649 

 650 

Priority 1.1: Encourage social connectedness through multiple mechanisms to 651 

promote community resilience, emergency preparedness, and recovery. 652 

 653 

Activity 1.1.1: Federal partners will disseminate information on community connectedness, 654 

social connections, and resilience among members of the faith-based community.  655 

Activity 1.1.2: Federal partners will review and summarize information on the best uses of 656 

social media to share emergency information throughout communities.  657 

Activity 1.1.3: Federal partners will explore models for using social media for bidirectional 658 

information exchange with the public. 659 

Activity 1.1.4: Federal partners will inventory methods that agencies and programs use to 660 

promote social connections among their constituents.  661 

Activity 1.1.5: Federal partners will work with nonfederal stakeholders to create guidance 662 

for neighborhood groups and associations on how to become more engaged in resilience 663 

and response activities within the community. 664 
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Activity 1.1.6: Nonfederal partners can create templates and toolkits for use of social media 665 

as well as specific messages that are tailored to their local constituents 666 

Activity 1.1.7: Nonfederal partners can develop and implement trainings for community 667 

organizations on how to create and maintain connections prior to and in between incidents.  668 

Priority 1.2: Enhance coordination of health and human services through 669 

partnerships and other sustained relationships. 670 

 671 

Activity 1.2.1: Federal partners will inventory and assess current training materials on 672 

effective provision of health and human services that affect post-disaster outcomes. 673 

Activity 1.2.2: Federal partners will develop a framework for integration of health and 674 

human services during and after disaster, with particular attention to systems for data 675 

collection; development of action plans for federally supported human service programs; 676 

care of at-risk individuals; and accommodation of household pets.  677 

Activity 1.2.3: Federal partners will identify and organize promising practices in developing 678 

partnerships to promote resilience.  679 

Activity 1.2.4: Federal partners will explore options for incentivizing human services 680 

providers to participate in coalitions. 681 

Activity 1.2.5: Nonfederal partners such as local government can create requirements for 682 

integrated health and human service emergency plans. 683 

Activity 1.2.6: Nonfederal partners can cross train providers in health and human services 684 

on resilience planning. 685 

Activity 1.2.7: Nonfederal partners can map local assets for provision of health and human 686 

services during and after incidents. 687 

Activity 1.2.8: Nonfederal partners can work with the faith community to ensure that faith 688 

leaders have adequate behavioral health support themselves so that they can assist their 689 

constituents during an incident.  690 

Priority 1.3: Build a culture of resilience by promoting physical and behavioral 691 

health; leveraging day-to-day health and community systems to support health 692 

resilience; and increasing access to information and training to empower 693 

individuals to assist their communities following incidents.  694 
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 695 

Activity 1.3.1: Federal, state, and local partners will develop messages to promote a culture 696 

of resilience that can be used locally, with particular attention to messaging for at-risk 697 

individuals.  698 

Activity 1.3.2: Federal partners will identify opportunities to promote volunteerism and 699 

general training in first aid and related topics.  700 

Activity 1.3.3: Nonfederal partners such as NGOs and businesses can partner to strengthen 701 

the volunteer base for incidents. 702 

Activity 1.3.4: Nonfederal partners can implement trainings on bystander response. 703 

Activity 1.3.5: Nonfederal partners such as the private sector can promote and incentivize 704 

volunteerism and wellness activities through programs that recognize and/or compensate 705 

employees for their efforts in these areas.  706 

 707 

Activity 1.3.6: Individuals and households can use routine community meetings to discuss 708 

the topic of health security and sponsor “preparedness parties” (e.g., at the start of hurricane 709 

season) and related community events to encourage planning for incident response and 710 

recovery. 711 

  712 
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713 

714 

Strategic Objective 2: Plan for and Implement Effective 

Countermeasures 

715 Overview 

The term countermeasures refers to medical countermeasures (MCMs) and 716 

nonpharmaceutical interventions (NPIs) that may be used to limit the adverse health impacts of 717 

incidents. MCMs include vaccines, antimicrobials, diagnostics, and ventilators, while NPIs 718 

include personal interventions, such as hand hygiene and respiratory etiquette, as well as 719 

community-level interventions for social distancing, such as school closures and promoting 720 

telework (i.e., working at home). 721 

The NHSS identifies three priorities to plan for and implement effective countermeasures. 722 

The remainder of this section outlines activities to be performed in the next four years to address 723 

each of the high-priority focus areas for implementation.  724 

725 Priority Areas and Notional Activities 

Editor’s note: Below are some potential high-priority activities for implementation over the next 726 

four years. These are provided as notional examples only. The final set of activities will be 727 

selected through multiple iterations with federal and nonfederal stakeholders. 728 

 729 

Priority 2.1:  Develop decision-making frameworks and coordinated processes 730 

that consider both MCMs and NPIs when determining the best approaches to 731 

reducing adverse health effects of particular incidents of concern. 732 

 733 

Activity 2.1.1: Federal partners will work with state and local stakeholders to improve state 734 

and local readiness to make and implement decisions about use of MCMs and NPIs in 735 

responses through the identification, design and implementation of exercises/drills that 736 

involve integrated MCM-NPI approaches to addressing disease outbreaks.      737 

 738 

Activity 2.1.2: Federal partners and nonfederal stakeholders will improve guidance on 739 

integrated MCM-NPI responses in the national pandemic response plan.        740 

 741 

Activity 2.1.3: Federal partners will work with state and local stakeholders to improve the 742 

regional utility of NPI guidance by mapping appropriate NPIs and scarce medical resources 743 
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to specific regions and developing guidance/tools to help regions make optimal use of 744 

resources during outbreaks.   745 

 746 

Activity 2.1.4: Nonfederal partners can develop a coordinated approach to contribute 747 

information on implementation constraints and opportunities for medical and nonmedical 748 

countermeasures.   749 

 750 

Priority 2.2: Refine PHEMCE processes to improve nonfederal stakeholder 751 

collaboration. 752 

 753 

Activity 2.2.1: Federal partners will work with PHEMCE stakeholders and state and local 754 

entities to inventory current and anticipated PHEMCE implementation activities to identify 755 

those that would benefit from input of additional nonfederal stakeholders (e.g. emergency 756 

medical services, public utilities). 757 

 758 

Activity 2.2.2: Federal and nonfederal partners will work together to design a framework for 759 

engagement that includes nonfederal partners in high impact decisions without causing undue 760 

burden.  761 

 762 

Activity 2.2.3: Federal partners and other PHEMCE stakeholders will work to ensure a good 763 

fit between risk/need and investments by periodically assessing current MCM capabilities 764 

against threat/risk assessments of selected scenarios.   765 

 766 

Activity 2.2.4: Federal partners and other PHEMCE stakeholders will work to improve 767 

federal-nonfederal communication on security-sensitive PHEMCE-related issues by 768 

reviewing existing protocols for communicating classified information to (state, local, 769 

territorial, and tribal) SLTT partners and working collaboratively with those partners to 770 

identify, test, and implement effective practices.     771 

 772 

Activity 2.2.5: Federal partners will work with state and local public health departments and 773 

business groups to expand the use of closed points of dispensing (PODs) for MCMs by 774 

increasing their number through aggressive recruiting; improving their visibility by 775 

integrating them into local plans; increasing their capacity by providing technical assistance, 776 

and demonstrating their capability through participation in local exercises. 777 

 778 
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Activity 2.2.6: Business and nonprofit groups can work with federal, state, and local 779 

government entities to increase the number of closed PODs and the frequency with which 780 

closed PODs are exercised.   781 

 782 

Activity 2.2.7: Nonfederal partners can participate in drills and exercises focused on the 783 

distribution and dispensing of MCMs. 784 

 785 

Priority 2.3: Improve NPI research and translation capabilities to ensure that 786 

evidence is accurate and actionable. 787 

 788 

Activity 2.3.1: Federal partners will work with SLTT partners to improve the utility of 789 

federal guidance on NPI use/implementation by seeking stakeholder input, testing/evaluating 790 

the utility of guidance to specific intended audiences, and identifying additional audiences 791 

needing targeted guidance.   792 

 793 

Activity 2.3.2: Federal partners will work with SLTT partners, and professional societies to 794 

develop/improve strategies for reducing demand for respirators and masks during outbreaks 795 

by exploring and developing approaches that include (but are not limited to) guidance on 796 

extended/repeat use of respirators, patient cohorting in medical care facilities, use of 797 

ventilated headboards for patient beds, elastomeric respirators, etc.   798 

 799 

Activity 2.3.3: Federal partners will work with the scientific community and research 800 

sponsors to assess the social and economic costs of NPI implementation (thus improving 801 

feasibility of NPIs) by prioritizing this topic in public health research agendas.  802 

 803 

Activity 2.3.4: Federal partners will work with state and local public health departments to 804 

develop guidance on how to implement NPIs efficiently by promoting efforts to translate 805 

research into practice. 806 

 807 

Activity 2.3.5: Nonfederal partners such as state government can identify legal barriers to 808 

effective implementation of NPIs in state law and work with relevant policymakers on 809 

approaches for addressing barriers. 810 

 811 

Activity 2.3.6: Nonfederal partners such as state and local government can provide training 812 

on PPE (personal protective equipment) use for government employees and community 813 

partners. 814 



DO NOT CITE OR QUOTE 

DEPARTMENTAL DRAFT 

Page 33 

 

DO NOT CITE OR QUOTE 

DEPARTMENTAL DRAFT 

 

 815 

Activity 2.3.7: Individuals and households can identify and address personal barriers for 816 

complying with social distancing requirements. 817 

 818 

Activity 2.3.8: Nongovernmental organizations can facilitate communication between the 819 

government and the public regarding NPIs, expectations for their use, and potential barriers 820 

to implementation.  821 

 822 

 823 

  824 
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825 

826 

Strategic Objective 3: Ensure Health Situational Awareness to 

Support Decision-Making Before, During, and After Incidents 

827 Overview 

Health situational awareness is the active, continuous, accurate, and timely collection, 828 

analysis, interpretation, and sharing of data from multiple sources to support effective decision-829 

making before, during, and after an incident with negative health consequences. Health 830 

situational awareness includes biosurveillance and other health and nonhealth inputs (e.g., 831 

lab/diagnostics, health service utilization, active intelligence, supply chain information), as well 832 

as systems and processes for effective communication among responders and critical health 833 

resource monitoring and allocation.  834 

The NHSS identifies five priorities for ensuring health situational awareness to support 835 

decision-making. The remainder of this section outlines activities to be performed in the next 836 

four years to address each of the high-priority focus areas for implementation.  837 

838 Priority Areas and Notional Activities 

Editor’s note: Below are some potential high-priority activities for implementation over the next 839 

four years. These are provided as notional examples only. Note that there are many more 840 

candidate priorities for this objective because a parallel process to develop the Situational 841 

Awareness Strategic Implementation Plan is occurring simultaneously. The final set of activities 842 

will be selected through multiple iterations with federal and nonfederal stakeholders.  843 

 844 

Priority 3.1: Improve surveillance systems and data-sharing with respect to all 845 

hazard interactions in order to address environmental, zoonotic, and other 846 

emerging threats and their immediate, short, and long-term health effects.  847 

Activity 3.1.1: Federal partners will develop a prioritized list of hazard and/or exposure areas 848 

to focus strategic planning activities and resource allocation for One Health (e.g., food safety, 849 

specific zoonotic diseases).  850 

Activity 3.1.2: Federal partners will develop an equivalent framework to the International 851 

Health Regulations (IHR) for animal health.  852 
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Activity 3.1.3: Federal partners will ensure One Health is integrated into the PH&M 853 

situational awareness strategy and in the activities performed under the National Strategy for 854 

Biosurveillance and the National Biosurveillance Strategy for Human Health. 855 

Activity 3.1.4: Federal partners will and nonfederal partners can fund or carry out research 856 

priorities under One Health relevant areas identified by the 2013 National Biosurveillance 857 

Science and Technology Roadmap. 858 

Activity 3.1.5: Nonfederal partners can represent animal and environmental health 859 

perspectives in deliberations over the design of new electronic health information systems.  860 

Activity 3.1.6: Nonfederal partners can strengthen joint health, intelligence, agricultural and 861 

law enforcement capabilities for prevention and mitigation of animal or human disease 862 

incidents. 863 

Activity 3.1.7: Nonfederal partners can promote the integration of public health informatics 864 

professionals with other human and animal health professionals. 865 

Priority 3.2: Promote continuous improvement through innovative systems, tools, and 866 

partnerships to ensure that information to support decision making is relevant, timely and 867 

integrated among health security stakeholders. 868 

Activity 3.2.1: Federal partners will work with nonfederal partners to create a set of 869 

operational principles to inform decisions and resource allocation, set priorities, facilitate 870 

data access and sharing, consider meaningful use requirements, adopt standardization for IT 871 

and diagnostics, and ensure integration of animal and environmental surveillance data.  872 

 873 

Activity 3.2.2: Federal partners will work with nonfederal partners to develop and 874 

disseminate data-use/data-sharing agreements to provide models that address privacy, 875 

security, ethical constraints, data ownership and stewardship, and liability protections.  876 

 877 

Activity 3.2.3: Federal partners will develop secure, seamless pathways by which appropriate 878 

classified information, intelligence products, open-source information, and relevant health 879 

information can be shared across agencies. 880 

 881 

Activity 3.2.4: Building on current work, federal partners will conduct a comprehensive 882 

multi-agency review and evaluation of existing data systems and sources that could be used 883 

across the preparedness to recovery spectrum for health situational awareness purposes.  884 

 885 

Activity 3.2.5: Federal partners will work with nonfederal partners to enable movement and 886 

exchange of health information to support patient health care needs as well as population-887 

oriented uses in near real-time. 888 

 889 
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Activity 3.2.6: Federal partners will work to recognize state and local systems and their 890 

functional compatibility horizontally and vertically on a national level, especially with regard 891 

to system compatibility and information sharing.  892 

 893 

Activity 3.2.7: Federal partners will work to build a multi-agency system that integrates 894 

knowledgeable and skilled people/experts who can analyze and interpret the data and 895 

technology to provide validation and, as accurately as possible, early signals. 896 

 897 

Activity 3.2.8: Federal partners will develop a framework and research agenda to guide and 898 

support alignment of data systems and capabilities afforded by new administrative data 899 

systems, health information exchanges, EHRs and personal health records, and surveys. 900 

 901 

Activity 3.2.9: Federal partners will and nonfederal partners can fund or carry out research 902 

priorities under relevant areas identified by the 2013 National Biosurveillance Science and 903 

Technology Roadmap. 904 

 905 

Priority 3.3: Determine, and expand operational capabilities to meet, the health situational 906 

awareness needs for all relevant stakeholders so that data sourcing is both situationally and 907 

user-defined. 908 

 909 

Activity 3.3.1: Federal partners will identify and consider proprietary interests that may 910 

inhibit incorporation of private resources, including approaches for carefully controlled data 911 

sharing and maintaining confidentiality of information.  912 

 913 

Activity 3.3.2: Federal partners will review and update information management frameworks 914 

to align with current IT policies, coordinating with other stakeholders to determine critical 915 

information exchange requirements and best practices.  916 

 917 

Activity 3.3.3: Nonfederal partners can promote and participate in partner collaborations 918 

between traditional public health partners and other stakeholder organizations.  919 

 920 

Activity 3.3.4: Federal partners will work with government and nongovernmental partners to 921 

identify and adopt best practices related to voluntary and collaborative oversight to ensure 922 

improvement and stewardship of the PH&M SA capability.  923 

 924 

Activity 3.3.5: Federal partners will create an inventory of current and planned investments 925 

across the full spectrum of activities relevant to biosurveillance, along with a process to keep 926 

the database up to date (i.e., on a quarterly basis). 927 

 928 

Activity 3.3.6: Federal partners will convene agencies focused on zoonotic diseases to 929 

determine activities and mechanisms for and barriers to coordination and data sharing.  930 

 931 
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Activity 3.3.7: Nonfederal partners can establish state-level roadmaps articulating state 932 

visions and strategies for electronic health information exchange using a collaborative 933 

approach involving appropriate stakeholders.  934 

 935 

Activity 3.3.8: Nonfederal partners can convene to identify and resolve gaps in data 936 

standards and promote consensus for implementing standards.  937 

 938 

Activity 3.3.9: Nonfederal partners can establish regional and cross-jurisdictional networks 939 

of biosurveillance professionals and researchers in public health and health care.  940 

 941 

Priority 3.4: Develop a voluntary, collaborative oversight body and management structure 942 

for health situational awareness (SA) to set consistent policies.   943 

 944 

Activity 3.4.1: Federal partners will designate a situational awareness oversight advisory 945 

forum for coordinating all public health and health care situational awareness data that have 946 

already been collected, processed, and analyzed from agencies on a national level.  947 

 948 

Activity 3.4.2: Federal partners will establish governance for federal programs for human 949 

health information standards and integration.  950 

 951 

Activity 3.4.3: Federal partners will and nonfederal partners can identify opportunities for 952 

improvement in SA through reviews of recent national events and evaluation of SA efforts 953 

across the spectrum from preparedness to recovery.  954 

 955 

Activity 3.4.4: Federal partners will and nonfederal partners can establish forums for the 956 

sharing of best practices, protocols, and lessons learned in SA at all levels of public health 957 

and health care.  958 

 959 

Activity 3.4.5: Federal partners will and nonfederal partners can establish systematic and 960 

ongoing methods and mechanisms for multi-stakeholder priority setting and decision-961 

making.  962 

 963 

Activity 3.4.6: Nonfederal partners such as states and local public health organizations can 964 

develop scientific agendas and programs to determine how new data integration technologies 965 

and SA products, tools, and standards will become part of routine public health practice.  966 

 967 

Activity 3.4.7: Nonfederal partners can provide public health expertise in fusion centers to 968 

promote information sharing and partnership in the interests of both preventing and 969 

mitigating public health threats as well as assuring national security.  970 

 971 
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Priority 3.5: Address technology and policy challenges to ensure interoperable information 972 

and communications systems.   973 
 974 

Activity 3.5.1: Federal partners will promote harmonization of the Health Insurance 975 

Portability and Accountability Act (HIPAA) requirements. 976 

 977 

Activity 3.5.2: Federal partners will issue Requests for Information (RFIs) aimed at private 978 

and academic sectors to gain information on capabilities, approaches, technical tools, and 979 

techniques for PH&M SA data integration. 980 

  981 

Activity 3.5.3: Federal partners will work to implement and leverage standardization of data 982 

elements to promote interoperability.  983 

 984 

Activity 3.5.4: Federal partners will and nonfederal partners can continue working to 985 

determine the feasibility of and mechanisms for using health information exchanges to obtain 986 

population level data, perform public health analytics, and patient tracking.  987 

 988 

Activity 3.5.5: Federal partners will identify ways to expand ongoing assessments of health 989 

information exchange usage by nontraditional providers such as pharmacists and long-term 990 

care providers, to include public health and human services (e.g., housing).  991 

 992 

Activity 3.5.6: Federal partners will conduct a review and assessment of potential 993 

cybersecurity threats to health care systems with the goal of developing contingency plans 994 

for continuity of operations in the event of a cyber-attack. 995 

 996 

Activity 3.5.7: Nonfederal partners can conduct a review of state policies regarding data use 997 

for health information exchanges that may act as barriers to data consolidation, aggregation, 998 

and sharing in order to develop mechanisms for addressing barriers.  999 

 1000 

Activity 3.5.8: Nonfederal partners can conduct a review and inventory of state laws, 1001 

policies, and standards that currently act as barriers to functional compatibility.   1002 
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1003 

1004 

1005 

Strategic Objective 4: Create and Sustain Integrated, Scalable 

Public Health, Health Care, and Emergency Management 

Systems Supported by a Highly Competent Workforce 

1006 Overview 

The public health, health care, and emergency management systems are related, overlapping 1007 

systems contributing to national health security. Public health includes disease prevention, health 1008 

promotion, laboratories, epidemiology, community health, and environmental health. Health care 1009 

delivery services include primary care, specialty care, emergency care, long-term care, 1010 

prehospitalization, emergency medical services, outpatient/ambulatory care, and 1011 

inpatient/hospital care, as well as behavioral health care (mental health, substance abuse, and 1012 

stress-related services). Emergency management includes police, fire, and others involved in the 1013 

preparation for and coordination of emergency functions. The integration of these systems means 1014 

that they are able to work together effectively and function as a coordinated whole in support of 1015 

national health security. Scalable systems are able to adjust, on immediate notice, from routine 1016 

operations to crisis mode. These systems are supported by a workforce that is well trained in 1017 

their respective disciplines, in established incident management practices and systems, and in 1018 

competencies regarding the safe performance of their roles and responsibilities during an 1019 

incident. 1020 

The NHSS identifies six priorities for creating and sustaining integrated, scalable public 1021 

health, health care, and emergency management systems supported by a highly competent 1022 

workforce. The remainder of this section outlines activities to be performed in the next four years 1023 

to address each of the high-priority focus areas for implementation.  1024 

1025 Priority Areas and Notional Activities 

Editor’s note: Below are some potential high-priority activities for implementation over the next 1026 

four years. These are provided as notional examples only. The final set of activities will be 1027 

selected through multiple iterations with federal and nonfederal stakeholders. 1028 

 1029 

Priority 4.1: Define and strengthen health care coalitions and regional planning 1030 

alliances across all incident phases. 1031 

 1032 
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Activity 4.1.1: Federal partners will take steps to build the evidence base around coalition 1033 

effectiveness including developing and testing metrics of coalition performance. 1034 

Activity 4.1.2: Federal partners, in collaboration with state and local governments, will 1035 

develop a forum for health care coalitions across the country to connect and provide peer-to-1036 

peer guidance on challenges in developing various aspects of health care coalitions, sharing 1037 

successes, and developing partnerships especially in the case of neighboring coalitions.   1038 

Activity 4.1.3: Federal partners will work with state and local governments to incentivize 1039 

health care coalitions to plan for and conduct multi-disciplinary disaster exercises involving 1040 

key stakeholders; including fire, emergency medical services, law enforcement, public 1041 

health, medical facilities, businesses, and NGOs.   1042 

Activity 4.1.4: Federal partners will develop tools and guidance for the inclusion of 1043 

nontraditional organizations in the regional preparedness planning process.  1044 

 1045 

Activity 4.1.5: Local health departments can work with nonprofit hospitals to identify ways 1046 

that the hospitals can contribute to community health resilience by addressing issues 1047 

identified in a community’s health needs assessment.  1048 

 1049 

Activity 4.1.6: Health care coalitions and regional health care entities can develop behavioral 1050 

health response teams to support providers/responders and their families. 1051 

 1052 

Priority 4.2: Build upon and improve routine systems and services as a 1053 

foundation for incident response and risk reduction, focusing on common 1054 

elements that leverage the alignment of routine capabilities with those needed 1055 

during an incident. 1056 

 1057 

Activity 4.2.1: Federal partners will provide guidance to state and local governments to work 1058 

with health care coalitions and individual health care facilities to identify and strengthen 1059 

routine systems that are critical during disaster response by identifying barriers that 1060 

compromise the use of routine systems during disasters.   1061 

Activity 4.2.2: Federal partners will explore options for offering incentives to state and local 1062 

governments and private entities (e.g., hospitals through the HPP) to identify, take steps to 1063 

strengthen, and incorporate routine systems into preparedness activities. 1064 

Activity 4.2.3: Federal partners will incentivize the development and implementation of tools 1065 

that promote the coordination of care (e.g., patient tracking tools, EHR compatibility 1066 

features, etc.). Federal partners will develop standards for product development that would 1067 

support national health security goals.  1068 

 1069 
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Activity 4.2.4: Nonfederal partners can support the widespread application of principles of 1070 

disaster risk reduction. 1071 

 1072 

Priority 4.3: Strengthen competency-based health security-related workforce 1073 

training. 1074 

 1075 

Activity 4.3.1: Federal partners will survey volunteer management organizations to 1076 

understand the linkages between these organizations and the various federal programs. 1077 

 1078 

Activity 4.3.2: Federal partners will review activities to develop minimum competency-based 1079 

standards for disasters in curricula for the health care workforce and perform a gap analysis 1080 

to assess curriculum development needs.  1081 

 1082 

Priority 4.4: Ensure that sufficient numbers of trained workers and volunteers 1083 

with appropriate qualifications and competencies are available when needed. 1084 

 1085 

Activity 4.4.1: Federal partners will strengthen mechanisms (or guidance for developing 1086 

mechanisms) to rapidly identify providers during an incident and facilitate deployment at the 1087 

state and local levels.  1088 

 1089 

Activity 4.4.2: Federal partners will explore options for developing incentives for states to 1090 

participate in interstate emergency medical services licensure compacts.   1091 

 1092 

Activity 4.4.3: Federal partners will work to establish appropriate staffing levels and related 1093 

guidance for states and localities to provide services in a range of scenarios (e.g., from 1094 

normal to crisis functioning).  1095 

 1096 

Activity 4.4.4: Nonfederal partners can participate in public-private initiatives to support 1097 

workforce expansion for response. 1098 

 1099 

Priority 4.5: Effectively manage and use nonmedical volunteers and affiliated, 1100 

credentialed, and licensed (when applicable) health care workers.  1101 

 1102 

Activity 4.5.1: Federal partners will work with other stakeholders to develop and extend core 1103 

competency workforce training curricula and products. This will include the development (or 1104 

extension) of course training programs (i.e., curricula) for integration into stand-alone or 1105 

existing educational programs. It will also include the development (or extension) of other 1106 

types of educational or training products, based on core competencies. 1107 

 1108 
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Activity 4.5.2: Federal partners and key stakeholders will integrate national 1109 

recommendations into a federal guidance framework on crisis standards of care. This work 1110 

will include specifications about the timing (i.e., triggers) for crisis standards and staffing 1111 

recommendations, as well as model legal frameworks. 1112 

 1113 

Activity 4.5.3: Federal partners will work with Public Health Emergency Preparedness 1114 

(PHEP) Cooperative Agreement grantees to match developed training products to identified 1115 

core competencies and capabilities.  1116 

 1117 

Activity 4.5.4: Federal partners will work to develop systems for rapid retrieval of credentials 1118 

to facilitate deployment of health care professionals at the state and local levels.  1119 

 1120 

Activity 4.5.5: Federal partners will work with voluntary organizations not traditionally 1121 

involved in national health security to assist them in defining roles in incident response and 1122 

identifying ways they can contribute to community resilience in all phases of disaster.  1123 

 1124 

Activity 4.5.6: Nonfederal partners can develop and adopt standards for nonpharmaceutical 1125 

protections for responders and volunteers 1126 

 1127 

Priority 4.6: Ensure that the integrated, scalable system can meet the needs of 1128 

at-risk individuals, including children.  1129 

 1130 

Activity 4.6.1: Federal partners will develop quality measures for pediatric disaster 1131 

preparedness and response in order to provide guidance to state and local governments 1132 

regarding incidents impacting children.   1133 

Activity 4.6.2: Federal partners will work with state and local governments and businesses to 1134 

incentivize accounting for the needs of children during disasters by matching an appropriate 1135 

proportion of governmental or private funds spent on adult disaster preparedness and 1136 

response with funds for such activities for the pediatric population. 1137 

Activity 4.6.3: Federal partners will create/strengthen guidance to address gaps that may arise 1138 

in health care service provision for at-risk individuals. 1139 

 1140 

Activity 4.6.4: Nonfederal partners can educate individuals and households regarding the 1141 

various needs of, and available services for, at-risk individuals at each incident phase. 1142 

 1143 

Activity 4.6.5: Nonfederal partners can facilitate communication among at-risk individuals 1144 

and the public health, health care, and emergency management systems.  1145 
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1146 Strategic Objective 5: Strengthen Global Health Security 

1147 Overview 

1148 Global health security refers to preparedness for and response to acute health incidents that 

1149 could pose a risk to security, destabilize economies, disrupt social cohesion, and affect the 

1150 critical business of government. In a globalized world, where people, goods, and diseases move 

1151 rapidly across borders, the ability of one nation to respond in a timely and effective manner to 

1152 incidents with negative health consequences impacts not only that nation’s health security, but 

1153 also the health security of the global community.    

1154 The NHSS identifies four priorities to further strengthen global health security. The 

1155 remainder of this section outlines activities to be performed in the next four years to address each 

1156 of the high-priority focus areas for implementation.  

1157 Priority Areas and Notional Activities 

Editor’s Note: Below are some potential activities for implementation over the next four years. 1158 

These are provided as notional examples only.  The final set of activities will be selected through 1159 

multiple iterations with federal and nonfederal stakeholders. 1160 

1161 

Priority 5.1: Develop and strengthen partnerships to support global development of core 1162 

public health capacities in support of the WHO International Health Regulations (IHR 1163 

2005), World Organization for Animal Health, and the Food and Agriculture Organization. 1164 

1165 
Activity 5.1.1: Federal partners will engage with international organizations and partner 1166 

countries to strengthen and establish bilateral, regional, or multilateral initiatives to reduce 1167 

health security risks.  1168 

1169 

Activity 5.1.2: Federal partners will engage in a cross-sectoral work with partner countries to 1170 

advance ongoing bilateral and multilateral collaborations to promote efforts to increase 1171 

capability to respond to public health threats.  1172 

1173 

Priority 5.2: Increase global capabilities to detect diseases in a timely manner by improving 1174 

global efforts and coordination to develop novel diagnostics, strengthening laboratory 1175 

systems, and developing and linking global networks for biosurveillance. 1176 

1177 
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Activity 5.2.1: Federal partners will work with partner countries and nongovernmental 1178 

stakeholders to promote the establishment of global early alerting and reporting systems that 1179 

can predict and identify public health threats. 1180 

Activity 5.2.2: Federal partners will work with partner countries to strengthen capabilities for 1181 

accurate and transparent reporting potential health threats to the World Health Organization, 1182 

(WHO), One Health Initiative and the work of the World Organization for Animal Health 1183 

(OIE) and of the United Nations Food and Agricultural Organization (FAO). 1184 

Activity 5.2.3: Federal partners will work with partner countries to explore development of 1185 

frameworks or processes for rapid international sharing of non-influenza pathogens with 1186 

pandemic potential.  1187 

Activity 5.2.4: Federal partners will work with international organizations and partner 1188 

countries to develop novel diagnostics and capabilities to deploy them. 1189 

Activity 5.2.5: Federal partners will work with partner countries to strengthen laboratory 1190 

systems capable of safely and accurately detecting all major dangerous pathogens while 1191 

ensuring minimal bio-risk. 1192 

Priority 5.3: Improve capabilities to prevent the global spread of public health threats and 1193 

diseases by promoting the development of biosafety and biosecurity systems, frameworks 1194 

for food and drug safety, and mechanisms to address weaknesses in the medical supply 1195 

chain. 1196 

1197 

Activity 5.3.1: Federal partners will work with international organizations and partner 1198 

countries to promote the appropriate and responsible use of antibiotics in all settings 1199 

including promoting safe practices in livestock production. 1200 

Activity 5.3.2: Federal partners will work with international organizations and partner 1201 

countries to provide information, tools, training, and infrastructure that contribute to building 1202 

or strengthening regulatory capacity and provide a platform for inspection of foreign 1203 

facilities. 1204 

Activity 5.3.3: Federal partners will work with partner countries to develop multisectoral 1205 

policy frameworks to advance safe and responsible conduct for managing biological material 1206 

to support diagnostic, research and biosurveillance activities, including identifying, securing, 1207 

safely monitoring and storing dangerous pathogens in a minimal number of facilities. 1208 

1209 
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Priority 5.4: Strengthen international capabilities to respond to public health emergencies 1210 

of international concern by developing infrastructure for emergency communications and 1211 

incident response systems, as well as frameworks and policies for the international sharing 1212 

of samples, medical countermeasures, and medical/public health personnel. 1213 

Activity 5.4.1: Federal partners will work with international organizations and partner 1214 

countries to promote establishment of Emergency Operations Centers that communicate on a 1215 

24/7 basis during a public health emergency. 1216 

Activity 5.4.2: Federal partners will work with international organizations and partner 1217 

countries to create, train, and make functional, multisectoral rapid response teams, with 1218 

access to a real-time information system and with capacity to attribute the source of a disease 1219 

outbreak or agent release. 1220 

Activity 5.4.3: Federal partners will work with partner countries and international 1221 

organizations to improve availability of public health emergency medical countermeasures 1222 

by increasing global production capacity. 1223 

Activity 5.4.4: Federal partners will work with international organizations and partner 1224 

countries to strengthen global mechanisms to increase procurement and stockpiling of 1225 

medical countermeasures.  1226 

Activity 5.4.5: Federal partners will strengthen domestic and international infrastructures, 1227 

and policies and operational frameworks to rapidly deploy public health medical 1228 

countermeasures internationally in response to emergencies. 1229 

1230 
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1231 Implementation Management 

1232 Oversight 

1233 

HHS will fulfill its statutory responsibility for the NHSS using a three-tiered oversight model 1234 

sponsored by the Secretary of HHS. The oversight model provides for strategic direction, 1235 

stakeholder engagement, management and coordination, and functional work over the NHSS 1236 

phases of strategy formulation, implementation, and evaluation, as well as research that supports 1237 

the national health security endeavor. As Figure A.2 shows, the top tier of the model will be a 1238 

strategic component chaired by HHS ASPR with representatives from its federal partners. The 1239 

second tier will be a management component chaired by the HHS Division of Policy and 1240 

Strategic Planning  (DPSP). The third tier will be a functional component composed of four 1241 

workgroups, devoted to the functions of evaluation, strategy formulation, implementation, and 1242 

research.   1243 

1244 

Figure A.2: Components of NHSS Oversight Model 

1245 
1246 

The oversight model was developed in response to lessons learned from the first NHSS 1247 

quadrennial cycle and demonstrates a commitment to quality improvement. The model has 1248 

several strengths: It will facilitate communication and idea-sharing among federal and nonfederal 1249 
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stakeholders. The strategic component will provide strategic direction, including redirection, and 1250 

shape new approaches to improving national health security. Within the functional component, 1251 

the implementation and strategy formulation workgroups will work collaboratively to develop 1252 

course corrections and to shift emphasis to areas where more progress is needed. The evaluation 1253 

and research workgroups will provide the implementation and strategy formulation workgroups 1254 

with evidence regarding which activities are meaningful, effective, and cost-effective. HHS will 1255 

use the oversight model to manage and coordinate implementation of the NHSS and execution of 1256 

the IP.   1257 

The implementation management goal for 2015–2018 is to have all relevant stakeholders 1258 

engaged in conducting the activities specified in the IP. Implementation management will focus 1259 

on fostering and coordinating stakeholder participation nationwide. Where possible and 1260 

appropriate, HHS will seek nonfederal champions from all sectors to take a strong role in 1261 

implementation activities and help promote bottom-up experimentation and consensus-building 1262 

among nonfederal implementation stakeholders. Publication of the NHSS and the IP set the 1263 

initial conditions for nationwide participation in achieving national health security by providing 1264 

all stakeholders with a shared vision and a roadmap to achieve it.   1265 

Building on the guidance provided in the NHSS and IP, HHS will work continuously over 1266 

the next four years to help encourage and sustain stakeholder participation in implementation 1267 

activities. It will do so primarily by supporting stakeholder execution of activities called for in 1268 

the IP and by performing evaluations of progress toward national health security. Within the 1269 

oversight model, the implementation workgroup will be responsible for the implementation 1270 

support function, and the evaluation workgroup will be responsible for the evaluation function. 1271 

The outputs of these two workgroups will help all stakeholders to leverage their available assets 1272 

creatively and flexibly in order to contribute successfully to national health security. 1273 

Supporting Stakeholder Execution of the IP 1274 

The implementation workgroup will engage in several activities to support stakeholder 1275 

progress in executing the IP. These include implementation tracking to assess the current status 1276 

of implementation; analysis of information to identify successes, shortfalls, barriers, and 1277 

enablers; continuous improvement to identify and execute or recommend corrective actions; and 1278 

periodic public communications to sustain support for implementation efforts and to encourage 1279 

additional stakeholders to participate actively.  1280 

Implementation tracking. The implementation workgroup will collect and maintain data and 1281 

other information on the status of IP activities. Tracking implementation status will enable the 1282 

workgroup to create a common operating picture (COP) that will be shared with all stakeholders 1283 

to help coordinate their efforts. The workgroup will obtain data directly from federal partners, 1284 
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leverage existing data sources to the extent practicable, and request voluntary submission of 1285 

progress data from nonfederal stakeholders. To fill gaps in existing data sources, the workgroup 1286 

will develop incentives for stakeholders to report data voluntarily, remove barriers to data 1287 

collection, disseminate data reporting standards, and ensure data security and integrity. 1288 

Information of interest includes not only progress toward completion of specific IP activities but 1289 

also resource availability and allocation, facilitators or barriers to initiating or implementing 1290 

activities, and stakeholder relationships.   1291 

Analysis. In addition to creating a COP, the implementation workgroup will analyze 1292 

implementation tracking data to identify gaps between planned and actual implementation 1293 

activities, as well as barriers and enablers of participation. The workgroup will provide venues in 1294 

which implementation champions can work with the group to interpret and draw implications 1295 

from tracking data. These collaborative analyses will help to support local tailoring or adaptation 1296 

of features of the implementation. The workgroup will also document promising practices and 1297 

lessons learned.  1298 

Continuous improvement. Based on implementation data, the implementation workgroup will 1299 

work with stakeholders, including nonfederal champions, to identify actions that should be taken 1300 

to improve implementation of the NHSS and execution of the IP. These will include targeting 1301 

resources to problem areas and/or promising opportunities, providing technical assistance, 1302 

identifying and mobilizing new stakeholders and relationships among stakeholders, and working 1303 

directly and collaboratively with implementation stakeholders to create common awareness of 1304 

implementation barriers/enablers and address them through corrective actions. Proposed 1305 

corrective actions and other initiatives to improve implementation will be passed to the 1306 

management component for review and approval and to the strategic component for vetting by 1307 

federal partners as appropriate.   1308 

Public communications. The implementation workgroup will publicize information on 1309 

implementation status in order to socialize and market key concepts in the NHSS and IP, 1310 

publicize success stories, disseminate best practices, promote accountability, and mobilize new 1311 

stakeholders. The workgroup will also collaborate with the public affairs representative on the 1312 

Tier 2 management component (described above and shown in Figure A.2). Reporting will 1313 

include press releases, reports or report cards, social media outreach, and speeches and 1314 

announcements by HHS officials. Venues will include conferences or webinars with groups of 1315 

stakeholders.   1316 

 1317 

 1318 

 1319 

 1320 

 1321 
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Evaluating Progress Toward National Health Security 1322 

 1323 

Editor’s note: The formal evaluation framework for the NHSS cycle is currently being 1324 

developed, and the section will be updated once it is finalized.  1325 

 1326 

In addition to monitoring stakeholder execution of the activities in the NHSS IP, HHS will 1327 

also perform evaluations of progress toward national health security. This will be the 1328 

responsibility of the evaluation workgroup.   1329 

Uses of evaluation. Stakeholders have two broad uses for evaluations of progress. First, 1330 

evaluations that focus on how the strategy is being implemented will help stakeholders to 1331 

identify implementation problems and facilitate improvements. Second, evaluations that focus on 1332 

outcomes of implementation will provide stakeholders with information about achievement, 1333 

promote accountability, and contribute to assessments of cost-effectiveness and return on 1334 

investment. 1335 

Evaluation products and services. The Public Health Service Act (42 U.S.C. 300hh-1) 1336 

requires that the Secretary of HHS submit a quadrennial evaluation of progress (EOP) made 1337 

toward achieving national health security. The EOP is the chief and culminating output of the 1338 

evaluation workgroup, but not the sole one. The workgroup will generate a variety of evaluation 1339 

products and services to meet evolving stakeholder needs. The workgroup will develop the initial 1340 

slate of products and services based on stakeholder engagement to determine and prioritize 1341 

current needs for evaluation.  1342 

Cycles of evaluation. Evaluations will be evidence-based, drawing on all available sources of 1343 

evidence. One source will be the tracking data collected by the implementation workgroup; 1344 

however, there are many additional sources of information to be used for evaluation. These 1345 

include, for example, published and unpublished academic literature, conference proceedings, 1346 

and expert opinion. The evaluation functional group will transform evidence into evaluation 1347 

products and services by cycling through seven activities: (1) collect evidence, (2) categorize 1348 

evidence, (3) assess quality of evidence, (4) analyze and integrate with other evidence, (5) 1349 

synthesize and interpret evidence, (6) develop and distribute products and services, and (7) 1350 

obtain and use feedback. The workgroup will work through the evaluation cycle quarterly, semi-1351 

annually, and annually to create building blocks that can be used in the quadrennial EOP. 1352 

Evaluation activities will be organized to align with the objectives and priorities specified in the 1353 

NHSS.  1354 
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Conclusion 1355 

Implementing the NHSS is a complex endeavor that involves stakeholders in multiple sectors 1356 

and at all levels. HHS will manage the implementation successfully by using the oversight model 1357 

described above. The model is designed to enable implementation activities to be conceived, 1358 

initiated, monitored, evaluated, and improved through collaborations among HHS, other federal 1359 

agencies, and nonfederal stakeholders. Regular engagement with stakeholders and recruitment of 1360 

champions will enrich the ability of HHS to refine and improve the implementation as it unfolds. 1361 

Success will build on success. For example, the successful recruitment of champions will 1362 

improve the impact of marketing and communication efforts by virtue of their relationships with 1363 

key stakeholder groups. Similarly, the successful cultivation of partnerships with stakeholder 1364 

organizations and professional groups will provide access to valuable additional data related to 1365 

capabilities, activities, and progress toward national goals. By effectively and adaptively 1366 

managing the implementation of the NHSS and execution of the IP activities, HHS will ensure 1367 

that the current quadrennial cycle moves the nation significantly closer to the vision of national 1368 

health security.  1369 

 1370 
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